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OBJECTIVE

• To perform a simulation study to look into processing 
delay and overhead due to implementation of an 
authentication protocol to CPDLC messages between 
an aircraft and ground system. 

• To carry out the objective we broke the problem into 
two stages: 
– Pre-software stage 
– Software stage

Model specification
Utilization of simulation package
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Presentation Topics

• ATN Application Architecture
• ATN Security Requirement
• Elliptic Curve Cryptography

– Primitives
– Schemes

• Proposed Authentication Protocol
– Shared Public Value
– Authentication Protocol

• Conclusion
• Question
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ATN Application Architecture [1/3]

ATN APPLICATIONS

Air/Ground Applications Ground/Ground Applications

•CM

•CPDLC

•ADS

•ATCMHS

•AIDC
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CM-logon Service

CM-Login Request Message

CM-Login Respond Message

ATN Application Architecture [2/3]

Service Provider
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Downlink CPDLC Message
(Air initiated)

CPDLC  Message

ATN Application Architecture [3/3]

Service Provider
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ATN Security Requirement [1/2]

• Security Threats
• Modification
• Replay
• Masquerade

• Required protection 
• Authentication:- verifying someone’s identity
• Data Integrity:- reassuring the recipient of a message that the 

message has not been altered since it was generated by a 
legitimate source

• Confidentiality:-protect messages from unauthorized disclosure
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• The Security Requirement
– End System Shall Support 

• ATN Key agreement scheme
• ATN Digital signature scheme
• ATN Message Authentication scheme

ATN Security Requirement [2/2]

⇒
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Elliptic Curve Cryptography 

• ATN security provided by Elliptic Curve Public-Key 
Cryptography includes:

– Elliptic Curve Digital Signature Scheme
– Massage Authentication Code Scheme
– Key Agreement Scheme 

• Implemented and combined properly, these schemes 
address the ATN Security threats

Elliptic Curve Cryptography [1/5]
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Elliptic Curve Cryptography [2/5]

• The operation of each of these cryptographic schemes involves arithmetic 
operation on an elliptic curve over a finite field determined by:

1. Elliptic Curve Domain Parameters

• :- used for key agreement and signing and verification by ATN 
application process

• :- used for certificate and certificate revocation lists signing by 
Certification Authority 

),,,),(,( nGbaxfmT =

cerT

tansT

Elliptic Curve Domain Parameters
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Elliptic Curve Cryptography [3/5]

• Elliptic Curve Digital Signature Algorithm is described 
in terms of three primitives
– Key Generation Primitive (KGF)

– Signature Generation Primitive (EDSGA)

– Signature Verification Algorithm (EDSVA)

)(),( TKGFQd UUU ⇐

);'(),( MdEDSGAsrS UU ⇐≡

);( USMEDSVA⇐τ

Elliptic Curve Digital Signature Scheme 
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Elliptic Curve Message Authentication Code Scheme

• The MAC scheme is described in terms of three 
primitives:
– Key Derivation Function (KDF)

– The Tagging Algorithm (HMAC)

– Tag Verification Algorithm 

);80;( ,, SharedInfoZKDFK VUVU ⇐

);( ,, SharedInfoKHMACMAC VUVU ⇐

),,( ,, VUVU MACShardInfoKυτ ⇐

Elliptic Curve Cryptography [4/5]
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Elliptic Curve Cryptography [5/5]

• In the proposed protocol we assumed Certificate based PKI

Public Key Infrastructure

Communicating Entity (U) Certificate Authority (CA)

Generate (d U, QU) Generate (d CA, QCA)

IDU , QU QCA

Generate: Cert (IDU, QU)
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Nomenclature

• Communicating Entities
– Aircraft Entity Applications

• ACM:- aircraft entity context management application
• ACP:- aircraft entity CPDLC application

– Ground Application Entity
• GCM:- ground context management application entity
• GCP:- ground CPDLC application entity

• Primitives
• KGF:- key generation primitive
• EDSA:- Elliptic curve digital signature primitive
• SV:- secrete value derivation primitive
• KDF:- key derivation primitive
• HMAC:- message authentication code tagging primitive
• MACV:- message authentication code verification primitive 

Proposed Protocol [1/9]
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Nomenclature Conti.

• Protocol Steps

– the form                                                    

represents the communication of message, info,  from U to V  to ; 

– The form 

represents the output (outdata) of a primitive (primitiveName)
due to the given input (indata)
• Example 

]"info[:" VU →

)(indataameprimitiveNoutdata⇐

)(),( TKGFQd UUU ⇐

Proposed Protocol [2/9]
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Proposed Protocol

• The modeling of the CPDLC authentication protocol 
is broken into:  
– The calculation of a shard public value 

• Created:- during the CM login process
• Used:- by all CPDLC application entities within the CM domain

– The design of the authentication Protocol
• Key agreement protocol
• Authentication protocol

ACMGCMX ,

Proposed Protocol [3/9]
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Proposed Protocol [4/9]

Aircraft entity CM Application Ground CM application Entity

//Message creation and transmitting
Generate:

Sign:

Send: 

),,,,( GCPGCMACMreq IDTimeIDIDdataM ≡

);'( reqACMACM MdEDSGAS ⇐

]",[:" ACMreq
req SMGCMACM ⎯→⎯

//Retrieval Process 
From        get: 

Send: 

Get:

From the certificate get:, 

,                   and

reqM

TimeandIDIDID GCPGCMACM ,,,

]",,[:" GCPGCMACM
req IDIDIDCAGCM ⎯→⎯

)]",(
),,(),',(

),,(,[:"

GCMGCM

GCPGCPACMACM

ACMACM
resp

QIDCert
QIDCertQIDCert

QIDCertCRLGCMCA ⎯⎯→⎯

ACMQ ACMQ' GCPQ

Shard Public Value Calculation
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Aircraft entity CM Application Ground CM application Entity

//Verification Process
Verify: the certificates using 

Test: 
If it is true stop

Verify:,                using 

Verify:              is its own ID

CAQ'

CRLQorCRLQorCRLQ GCPACMACM ∈∈∈ '

ACMS ACMQ'

//Key Generation Process
Generate: a random value 

Calculate: 

Calculate: 

Calculate: 

GCMID

Rand
),(, ACMGCMACMGCM QdSVZ ⇐

)||||00;80;( 16,, RandSZKDFX ACMACMGCMACMGCM ⇐

)||

||||||01;80;( ,16,,

GCMACM

ACMGCMACMGCMACMGCM

IDID

cmaXZKDFK ⇐

Proposed Protocol [5/9]

Shard Public Value Calculation 
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Aircraft entity CM Application Ground CM application Entity
//Message creation and transmitting 
Generate: 

Sign: 

Calculate:

Send:

),,,,( , GCPGCPGCMACMresp QIDRandIDIDdataM ≡

)||;'( , ACMGCMGCMGCM XTimedEDSAS ⇐

)||
||||;( ,,

ACMresp

GCMACMGCMACMGCM

SM
CountIDKHMACMAC ⇐

]",(

,,[:" ,

GCMGCM

ACMGCMresp
resp

QIDCert

MACMACMGCM ⎯⎯→⎯

//Retrieval Process 
From                  get: 

From                                       get:

respM RandandQIDID GCPGCMACM ,,,

),( GCMGCM QIDCert GCMQ

//Verification Process
Verify:                                      using 

Verify:                    is its identity

),( GCMGCM QIDCert ACQ'

ACMID

Proposed Protocol [6/9]

Shard Public Value Calculation 
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Aircraft entity CM Application Ground CM application Entity
//Key Generation Process
Calculate: 

Calculate: 

Calculate:

),(, GCMACMGCMACM QdSVZ ⇐

)||||00;80;( 16,, RandSZKDFX ACMGCMACMGCMACM ⇐

)||

||||||01;80;( ,16,,

GCMACM

GCMACMGCMACMGCMACM

IDID

cmaXZKDFK ⇐

//Tag Verification Process
Calculate:

Test: if 

)||
||||;( ,,

ACMresp

GCMGCMACMGCMACM

SM
CountIDKHMACMAC ⇐

ACMGCMGCMACM MACMAC ,, ≡

Proposed Protocol [7/9]

Shard Public Value Calculation 
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Authentication Protocol
Key Agreement Protocol

Aircraft entity CPDLS ApplicationGround CPDLC application Entity

//Retrieval Process 
From 

Get:

From GCMA entity gets:

//Verification Process
Verify: the Certificates using 

Verify: the signature using 

//Key Generation Process
Calculate: 

Calculate: 

//Retrieval Process 
From the aircraft entity CMA get: 

Get:

//Key Generation Process
Calculate: 

Calculate: 

),( ACMACM QIDCert )',( GCMGCM QIDCert

GCMACM QQ ',

GCMACMGCM STimeX ,,,

CAQ'

GCMS
GCMQ'

),(, ACMGCPACPGCP QdSVZ ⇐

)||

||||||01;80;( ,16,,

GCPACM

ACMGCMACPGCPACPGCP

IDID

cpdXZKDFK ⇐

GCMACMGCPACM XQd ,,,

),(, GCPACMGCPACP QdSVZ ⇐

)||

||||||01;80;( ,16,,

GCPACM

GCMACMGCPACPGCPACP

IDID

cpdXZKDFK ⇐

Secret Key
ACPGCPK , GCPACPK ,≡

Proposed Protocol [8/9]
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Authentication Protocol
Message Authentication For Uplink Messages

Ground CPDLC application Entity Aircraft Entity CPDLC Application

//Message creation, tagging and transmitting
Generate: a message 
Calculate: 

Send: 

GCPM

)||||;( ,, GCPGCPACPGCPACPGCP McountIDKHMACMAC ⇐

]",[:" ,ACPGCPGCP MACMACPGCP ⎯→⎯

//Verification algorithm
Receive: 
Calculate: 

Verify: 

ACPGCPGCP MACandM ,

)||||;( ,, GCPGCPGCPACPGCPACP McountIDKHMACMAC ⇐

ACPGCPGCPACP MACMAC ,, ≡

Message Authentication For Downlink Messages

//Message creation, tagging and transmitting
Generate: a message 
Calculate: 

Send: 

//Verification algorithm

Receive: 
Calculate: 

Verify: 

Ground CPDLC application Entity Aircraft Entity CPDLC Application

ACPM

)||||;( ,, ACPACPGCPACPGCPACP McountIDKHMACMAC ⇐

]",[:" ,GCPACPACP MACMGCPACP ⎯→⎯

GCPACPACP MACandM ,

)||||;( ,, ACPACPACPGCPACPGCP McountIDKHMACMAC ⇐

GCPACPACPGCP MACMAC ,, ≡

Proposed Protocol [9/9]
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Conclusion 

• In conclusion, we hope the detailed authentication 
and key agreement protocol for CPDLC outlined in 
the paper may:
– be used for guiding what assumptions and restriction should 

be imposed during the proposed simulation study
– Serve as a reference during on going development of 

detailed specification on the protocol.
– Facilitate the analysis of the ATN security  solution 
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QUESTIONS

?????


